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(1) e =< B M

vzt Qulul 3 A X (Obama Administration)E V)= F8 7]9E A

14) ONCIX, “PROTECT US ECONOMIC ADVANTAGE, TRADE SECRETS AND KNOW HOW”,
The National Counterintelligence Strategy of the United States of AmericaMarch, 2007). pp.
4-5.

15) ONCIX, 7he National Counterintelligence Strategy of the United States of Americ(2008), p. 5;
ONCIX, 7he National Counterintelligence Strategy of the United States of America(2009), p. 5.
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B2 sto] A&Aow A/NHA e Al EHATE A9 o WA
A A e® 20139 2€ 209 ol&vk ‘FvE M BAE AT
A5 A=FADMINISTRATION STRATEGY ON MITIGATING THE
THEFT OF U.S. TRADE SECRETS)'Al3l2] Atd7]& s WA dzS
B

o] MeFere W] ARGl FUREY oY REQIME, MR
FH5 AFE, ODNC, F9djiF(the Departments of Commerce,
Defense, Homeland Security, Justice, State, Treasury, the Office
of the Director of National Intelligence and the Office of the
United States Trade Representative)7}bA] §d<tel] ot 4kd7i= &
WhE i stelt)

v gRRE wEstel Tl 8 Frblvel Fold WAYA A7)
= 3 HA A= 1 A4 8535 (Strategy Action Items) 2.2
L 57HA e AAE A S vk S O AR e o w A

AR, 712 dF ol gk EH} T A 5 w3 == (Diplomatic
Efforts to Protect Trade Secrets),

=4, 7199 AHH Ad7d BE gEe] digk A Y(Voluntary
Best Practices by Private Industry),

AR, HFE-e FBIe] WA s 7F3H(Domestic Law Enforcement
Operations),

A, 714 A3 g9l i €F A3t 5 dHEEA /B (Domestic
Legislation),

g, M 4F 993 BAe) o wh-Fn 9 ols AR
zked (Public Awareness and Stakeholder Outreach) 52 23 A=

ARA o= WAea 9E1e
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$A7F enpep PRl 94 AAAA(top priority for President
Obama, for the entire Administration) 94< ZHE3aHA, 1] 274
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(1) 2012 119 7143, General Motors ==¢1 AdxUo]e] ==}

m Trade Secrets to China — On Nov. 30, 2012, a former General Motors
engineer and her husband were convicted by a federal jury today in Detroit for

conspiring to steal hybrid technology trade secrets from GM with the intent to

16) Executive Office of the President of the United States, ADMINISTRATION STRATEGY ON
MITIGATING THE THEFT OF U.S. TRADE SECRETS, 2013, p. 3-12.

17) U.S. Department of Justice, “Attorney General Eric Holder Speaks at the Administration Trade
Secret Strategy Rollout”, http://www.justice.gov/iso/opa/ag/speeches/2013/ag-speech-1302201.
html(2013. 12. 1 #AA).

18) Executive Office of the President of the United States, “Annex B: Summary of Department of
Justice Trade Secret Theft Cases”. ADMINISTRATION STRATEGY ON MITIGATING
THE THEFT OF U.S. TRADE SECRETS, 2013.
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use them in a joint venture with an automotive competitor in China. Shanshan Du

and her husband, Yu Qin were convicted of unlawful possession of trade secrets.

(2) 201249 10€ 7)144, 3= 792 Ay 2~ET 9 DuPontit o}zf

ME g6 e gguas) A

m Trade Secrets to South Korea — On Oct. 18, 2012, South Korea-based
Kolon Industries Inc. and several of its executives and employees were indicted
in the Eastern District of Virginia for allegedly engaging in a multi-year
campaign to steal trade secrets related to DuPont’s Kevlar para—aramid fiber and

Teijin Limited’s Twaron para—aramid fiber.

(3) 201249 99 7|48, T3 AsIAAYele] TAIE B G
W EE BURE A

. Military Technical Data and Trade Secrets to China — On Sept. 26, 2012,
Sixing Liu, aka “Steve Liu,”a native of China with a PhD in electrical engineering
who worked as a senior staff engineer for Space & Navigation, a New
Jersey—-based division of L-3 Communications, was convicted in the District of
New Jersey of exporting sensitive U.S. military technology to China, stealing

trade secrets and lying to federal agents.

(4) 20129 9¢¥ 7144, CME Group A% T2 AXEo] qlAY
ool PJu F BWHE A7

m Theft of Trade Secrets for Potential Use in China — On Sept. 19, 2012,
Chunlai Yang, a former senior software engineer for Chicago-based CME Group,
Inc., pleaded guilty in the Northern District of Illinois to two counts of theft of
trade secrets for stealing source code and other proprietary information while at
the same time pursuing plans to improve an electronic trading exchange in
China.



(5) 2012d 9d AAIAwE v = AP F<Q Pittsburgh
Corningji: 40| EHHE AHA

®m Trade Secrets to China — On Sept. 4, 2012, Chinese citizens Ji Li Huang
and Xiao Guang Qi were charged in a criminal complaint in the Western District
of Missouri with attempting to purchase stolen trade secrets stolen from
Pittsburgh Corning for the purpose of opening a plant in China to compete with

Pittsburgh Corning.
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® Motorola Trade Secrets to China — On Aug. 29, 2012, Hanjuan Jin, a former
software engineer for Motorola, was sentenced in the Northern District of Illinois
to four years in prison for stealing trade secrets from Motorola, specifically
Motorola’s proprietary iDEN telecommunications technology, for herself and for

Sun Kaisens, a company that developed products for the Chinese military.

(7) 20123 59 7144, Orbit Irrigation Productsiit dgu| =
=15 A

m Trade Secrets to Competitors in China — On May 7, 2012, an indictment
returned in the District of Utah in April 2012 was unsealed charging two people
and two companies with theft of trade secrets, wire fraud, and conspiracy to

commit wire fraud in connection with the alleged theft of trade secrets from

Orbit Irrigation Products, an irrigation company headquartered in Utah.

(8) 20124 4€¥ 714%, T2 A7ldAAYoe A& 2 FH]

2 = =HaE A
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» Military Technical Data and Trade Secrets to China — On April 5, 2012, a
second superseding indictment was returned in the District of New Jersey
against Sixing Liu, aka “Steve Liu,” a native of China with a PhD in electrical
engineering who worked as a senior staff engineer for Space & Navigation, a
New Jersey-based division of L-3 Communications, from March 2009 through
Nov. 2010.

(9) 20128 3¢ 71429, DuPontil A& F=r<l 38kx}9] titanium
dioxide AZx7|& S5 BYPFE AR

® DuPont Trade Secrets to China — On March 2, 2012, former DuPont scientist
Tze Chao pleaded guilty in the Northern District of California to conspiracy to
commit economic espionage, admitting that he provided trade secrets concerning
DuPont’s proprietary titanium dioxide manufacturing process to companies he
knew were controlled by the government of the People’s Republic of China
(PRO).

(10) 2012 19 7]49, Sanofi-Aventisit A% F=<Q 3}8x}19]
(M=) T AFAF FPuE BHAFE AR

m Trade Secrets to U.S. Subsidiary of Chinese Company — On Jan. 17, 2012,
Yuan Li, a former research chemist with the global pharmaceutical company
Sanofi-Aventis, pleaded guilty in the District of New Jersey to stealing Sanofi's

trade secrets and making them available for sale through Abby Pharmatech, Inc.,

the U.S. subsidiary of a Chinese chemicals company.

(1) 20129d 1€ 3 H3i(d9 60¢, ¥+ 2,5000€e)%, Dow
Chemicali A2  FT=1 AK€ @A FFA|  chlorinated

polyethylene (CPE) ¥ ggu]d &) A
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» Dow Trade Secrets to China — On Jan. 12, 2012, Wen Chyu Liu, aka David
W. Liou, a former research scientist at Dow Chemical Company in Louisiana,
was sentenced in the Middle District of Louisiana to 60 months in prison, two

years supervised release, a $25,000 fine and was ordered to forfeit $600,000.

(12) 20119 12¢ 3 A9 879)¥, T Dow and
Cargillii Fgu)d EH R

» Dow and Cargill Trade Secrets to China — On Dec. 21, 2011, Kexue Huang,
a Chinese national and former resident of Indiana, was sentenced to 87 months
in and three years supervised release on charges of economic espionage to
benefit a foreign university tied to the People’s Republic of China (PRC) and

theft of trade secrets.

(13) 2011 119 AZE] 24} £, Axele] Jgued A A

m Trade Secrets to India — On Nov. 14, 2011, Prabhu Mohapatra was arrested
on a criminal complaint in the District of Utah (filed on Nov. 10, 2011) charging
him with stealing proprietary information from his employer, a Utah scientific
company, and providing it to a relative in India who was starting up a competing

company.

(14) 2011 8¢ 3] Aarg, of=AgF(e]neted)=e] Fnd =4
% A4

m Trade Secrets to Foreign Government — On Aug. 30, 2011, Elliot Doxer, of
Brookline, Mass., pleaded guilty in the District of Massachusetts to one count of

foreign economic espionage for providing trade secrets over an 18—-month period

to an undercover FBI agent posing as an Israeli intelligence officer.



31 2013 AYATHIA

(15) 2011 4€¥ 71424, =209 ddud A% 2 F4A7] AR

» Wire Fraud in Trade Secrets Case Involving China — On April 6, 2011, Yan
Zhu, a Chinese citizen in the U.S. on a work visa, was convicted in the District
of New Jersey on seven counts of wire fraud in connection with his scheme to
steal confidential and proprietary business information relating to computer
systems and software with environmental applications from his New Jersey

employer.

(16) 2010 12€ #x Ma(d9 1564), Valsparilk H2% F=< 3}
shate] FulE A= AR

m Valspar Trade Secrets to China — On Dec. 8, 2010, David Yen Lee, a
former chemist for Valspar Corporation, a Chicago paint manufacturing company,
was sentenced in the Northern District of Illinois to 15 months in prison for
stealing trade secrets involving numerous formulas and other proprietary
information valued up to $20 million as he prepared to go to work for a

competitor in China.

(17) 20109 11¥ &3 dx¥, Fordit A& 0zl & Ggnd
o 3 BUAE A

. Ford Motor Company Trade Secrets to China — On Nov. 17, 2010, Yu Xiang
Dong, aka Mike Yu, a product engineer with Ford Motor Company pleaded guilty
in the Eastern District of Michigan to two counts of theft of trade secrets.
According to the plea agreement, Yu was a Product Engineer for Ford from

1997 to 2007 and had access to Ford trade secrets, including Ford design

documents.

(18) 20104 10¥€ = H1(14€¥)%, DuPontit dgnde = &
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» DuPont Trade Secrets to China — On Oct. 26, 2010, Hong Meng, a former
research chemist for DuPont, was sentenced in the District of Delaware to 14

months in prison and $58,621 in restitution for theft of trade secrets.

(19) 20109 7€¥ 7]14%,GMit stolB= A 7]=9 T ST
% A7

» GM Trade Secrets to China — On July 22, 2010, an indictment returned in
the Eastern District of Michigan charging Yu Qin and his wife Shanshan Du, both
of Troy, Michigan, was unsealed. The indictment charged the defendants with

conspiracy to possess trade secrets without authorization, unauthorized

possession of trade secrets and wire fraud.

(20) 2010 29 #5 Au(HFY 1889)H, T3 £330l Boeingiil:
$EA L ZAVE BURE A

» Economic Espionage / Theft of Space Shuttle and Rocket Secrets for China
— On Feb. 11, 2010 former Rockwell and Boeing engineer Dongfan “Greg” Chung

was sentenced to 188 months imprisonment and three years supervised release

after his July 16, 2009 conviction in the Central District of California.
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A7 Executive Office of the President of the United States, “Annex B: Summary
of Department of Justice Trade

Secret Theft

Cases”.

ADMINISTRATION

STRATEGY ON MITIGATING THE THEFT OF U.S. TRADE SECRETS, 2013.
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