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< ABSTRACT >

Utilization of Drone Technology in Physical Security

and Its Limitations

Yang, Yeong—Woo * Lee, Ju—Lak

The usage of drones in the era of fourth industrial revolution is
becoming extensive, supplemented by the latest technologies such as the
Internet of Things (IoT), Artificial Intelligence, and Big Data. Additionally,
there have been vibrant research and development activities aimed at
exploring additional domains in which drones could be employed.

Among the various tools available for physical security, drones
would be the most intrinsically ideal option in achieving the goals of
preservation of human life and protection of information and asset.
Nonetheless, its usage will likely be restricted in practice due to the
incapability of round-the-clock deployment.

In this paper, ways to apply drones to improve physical security, limitations
in the technical and policy areas, and possible solutions are discussed.

[t is suggested that development of the country’s drone industry and
incorporation of the fourth industrial revolution technologies are
needed. Moreover, technical and scientific research on deploying
drones for physical security must be vitalized. Lastly, establishment of
UAS Traffic Management (UTM) along with other essential components
of drone-related policies and operation etiquettes are expected to

promote its commercialization.

@ Key words : drone, unmanned aerial vehicle, physical security, facility
protection, intrusion detection, video surveillance, UTM
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