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< ABSTRACT >

The Review of Implementing Legislation for the

Adoption of Convention on Cybercrime

Choi, Hyeok—Doo

Advances in information and communication technology have
resulted in a variety of new cyber crimes. As a result, international
cooperation is required in order to arrest cyber criminals. Investigators
are responding to cyber crimes through MLAT, Interpol channel and
direct cooperation among law enforcement agencies. However, MLAT
often took more than six months to take replies and Interpol channel
and direct cooperation are not binding, making difficult to secure
evidence.

Under these circumstances, a multi-party cooperation system such
as Convention on Cybercrime is needed to effectively respond to cyber
crimes. Joining the convention would prevent automatic deletion of
data due to expiration time by requesting data at the same time as
requesting data preservation. In addition, if the country finds other
stops in the investigation process, the route and related data will be
immediately provided to the requesting country. These will greatly help
in terms of investigation efficiency and speed.

In order to join the convention, the convention should be compatible
with the existing domestic laws and, if not compatible, the
implementation legislation should meet the requirements of the
convention.

By the way, in order to allow more countries to join the convention,
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the convention respects domestic laws of the member countries and
allows the reservation of 9 provisions in the convention. If the
reservation clauses are properly enforced, Korea will be easily able to
join the convention with a small number of amendments and
enactments in domestic laws.

In this study, domestic laws related to the convention are analyzed
to identify whether or not domestic laws meet the requirements of the
convention, how implementation legislation should be enacted and what
provisions should be reserved.

@ Key words : Cyber crime, Convention on Cybercrime, Implementing
legislation, Joining the convention, Reservation clause,
Fulfillment and observation on the Convention
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