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< ABSTRACT >

An Empirical Study of Anti—Drone for the Police Use
Kim, Hyung—Ju - Lee, Sang—Won - Kim, Beom—Mo

This research is based on the anti-jamming signal technologies that
are capable of an effective malicious drone transmission and satellite
navigation(GNSS) signal reception neutralization. Therefore, this
research is aiming at studying the actual implementation of drone
prevention and seizure measures, to counteract possible commercial
drone misuse(such as personal information and life privacy infringement,
terrorism, threat to social security).

This research has been conducted to test anti-drone performance
by controlling malicious drone flight capabilities through the forced
immediate landing test, RTH(Return to home) test and video signal
intereference methods, regarding 4 different drones from 2
production-companies using GPS and ISM Band signals and 1 drone
based on only ISM Band signal. The results are as following:

First, sniping by anti-drone anti-jamming signal resulted in the loss
of control over malicious drone.

Second, sniping by anti-drone anti-jamming signal resulted in the
automatic Return to home function activation and consequent flight
end.

Third, sniping by anti-drone anti-jamming signal resulted in the

video signal blocking coming from malicious drone.
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Fourth, sniping by anti-drone anti-jamming signal resulted in the
drone circular flight.

According to above mentioned anti-jamming research results, malicious
drone is easily neutralized by applying anti-jamming technologies.
Therefore, these technologies can immeasurably counteract any adverse
effects of malicious drones, such as privacy and personal information
infringement, illegal intrusion into drone flight non-permitted area,
drug trafficking, terrorism acts, industrial espionage etc. during police
force related missions. These results will serve an original objective
of drone related government policy and greatly contribute towards
drone industry activization, that is becoming a primary force of The

Fourth Industrial Revolution.

@ Key Words : Anti-drone, Malicious Drone, Anti-jamming, Drone
Right-function, Drone Dis-function
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