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< ABSTRACT >

A Study on Ways to Reinforce Integrity of Digital
Evidence Using Blockchain

Choi, Bok—Yong-Ham, Yeong—Ug

Today, development of Internet industry is resulting in rapid
increase in utilization of digital devices and the ones secured from
crime scenes are increasingly chosen as important evidences. In
particular, amendments of criminal procedure act acknowledging
admissibility of digital evidences such as emails and computer files
passed the assembly plenary session on May 19, 2016. In the future,
digital evidences are expected to play important roles in judging
suspicions of not only cyber crimes but also all crimes. That is why
proving integrity of the digital evidences secured through search and
confiscation, that they have not been tampered with in the process of
collection, analysis and submission, is expected to become very
important. However, advanced research to ensure integrity of digital
evidences by blocking them from tampering has been inadequate so
far. Thus, this study suggests ways to reinforce integrity of digital
evidences using blockchain. Utilizing suggested blockchain technique
will enable us to ensure integrity of digital evidences more strongly
while maintaining relatively higher performance than that provided by
advanced research in terms of potential tampering of digital evidences,

system hacking risk and operation cost.

@ Key Words : Blockchain, Digital Evidence, Integrity, Hash Value
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